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explicit and legitimate processing purpose. Put differently, personal data needs to be 

necessary for a processing operation, which needs to be necessary for a specific processing 

purpose, which in turn requires a specific lawful ground (cf. Figure 1). Concretely, this means 

that personal data can be processed in a number of different ways, for potentially different 

purposes.20 In any case, each individual purpose pursued by the controller will need a 

dedicated lawful ground. 

Figure 1 - Relationship between personal data, processing, purposes and lawfulness 

TikTok's Privacy Policy lists many personal data points, processing operations, processing 

purposes and lawful grounds. Occasionally, the policy explains what purposes specific 

personal data will be processed for, yet it fails to do so in a systematic and exclusive manner 

(e.g., personal data A, Band C will be processed exclusively for purposes X and Y). Similarly, 

for each lawful ground21 it relies on, a number of processing purposes are listed, without 

making clear what personal data feeds into what specific purpose. As a result, TikTok fails to 

clearly and consistently connect each personal data point with a specific processing 

operation, with a specific processing purpose, with a specific lawful ground. This is 

problematic not just from a theoretical perspective, but has very concrete implications for 

effective and complete protection of data subjects. Notably, because it prevents a proper 

evaluation of GDPR compliance22 as well as significantly thwarts the effectiveness of data 

subject rights. 

'0 As a matter of fact, 'personal data' points are virtually limitless in number, constantly morphing and interacting with one 

another. 

" Cf. Article 6(1) GDPR. 

" In breach of the overarching fairness, transparency and accountability principles. See notably: Article 29 Working Party, 

'Guidelines on transparency under Regulation 2016/679' (n 13). 
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